
Non-Euclidean Monotone Operator Theory for Robustness of Implicit
Neural Networks

Saber Jafarpour

February 14, 2025



Learning Algorithms
Verification and Training

An increase in deployment of learning-based algorithms

Extremely fragile wrt input perturbations Adversarial Perturbations1

Small changes in the inputy
Large changes in the output

Guaranteeing robustness of learning algorithms is critical in their real-world applications

Robustness of learning algorithm

Input perturbation set U and unsafe output domain Sunsafe:

N(U) ∩ Sunsafe = ∅.

<latexit sha1_base64="Dj96JhijXyqQ1LF4s6VoJbVKYLw=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOlZtovV9yqOwdZJV5OKpCj0S9/9QYxSyOUhgmqdddzE+NnVBnOBE5LvVRjQtmYDrFrqaQRaj+bHzolZ1YZkDBWtqQhc/X3REYjrSdRYDsjakZ62ZuJ/3nd1ITXfsZlkhqUbLEoTAUxMZl9TQZcITNiYgllittbCRtRRZmx2ZRsCN7yy6ukfVH1Lqu1Zq1Sv8njKMIJnMI5eHAFdbiDBrSAAcIzvMKb8+i8OO/Ox6K14OQzx/AHzucP5JuNAg==</latexit>u
<latexit sha1_base64="gF9Knm+yq2kj78BOxvU0+6Wq9eQ=">AAAB9HicbVDLSsNAFL2pr1pfVZduBotQNyWRoi6LblxJBfuANpTJdNIOnUzizKRQQr/DjQtF3Pox7vwbJ2kW2npg4HDOvdwzx4s4U9q2v63C2vrG5lZxu7Szu7d/UD48aqswloS2SMhD2fWwopwJ2tJMc9qNJMWBx2nHm9ymfmdKpWKheNSziLoBHgnmM4K1kdx+gPVY+cn9vBqfD8oVu2ZnQKvEyUkFcjQH5a/+MCRxQIUmHCvVc+xIuwmWmhFO56V+rGiEyQSPaM9QgQOq3CQLPUdnRhkiP5TmCY0y9fdGggOlZoFnJrOQy14q/uf1Yu1fuwkTUaypIItDfsyRDlHaABoySYnmM0MwkcxkRWSMJSba9FQyJTjLX14l7Yuac1mrP9QrjZu8jiKcwClUwYEraMAdNKEFBJ7gGV7hzZpaL9a79bEYLVj5zjH8gfX5A4KvkfA=</latexit>

N(u)

1 Verification: For a given learning algorithm can we check its robustness?

2 Training: how to design robust learning algorithms?

1
C. Szegedy, et al. Intriguing properties of neural networks, ICLR, 2014
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Guaranteeing robustness of learning algorithms is critical in their real-world applications
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Guaranteeing robustness of learning algorithms is critical in their real-world applications

Robustness of learning algorithm

Input perturbation set U and unsafe output domain Sunsafe:
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Guaranteeing robustness of learning algorithms is critical in their real-world applications
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Input-output Lipschitz Bounds
A framework for robustness analysis

Goal: over-approximate N(U) with N(U) and check if N(U) ∩ Sunsafe = ∅.

Lipschitz bound

‖N(u)− N(v)‖ ≤ LipN‖u− v‖, for every u, v ∈ U
<latexit sha1_base64="Dj96JhijXyqQ1LF4s6VoJbVKYLw=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOlZtovV9yqOwdZJV5OKpCj0S9/9QYxSyOUhgmqdddzE+NnVBnOBE5LvVRjQtmYDrFrqaQRaj+bHzolZ1YZkDBWtqQhc/X3REYjrSdRYDsjakZ62ZuJ/3nd1ITXfsZlkhqUbLEoTAUxMZl9TQZcITNiYgllittbCRtRRZmx2ZRsCN7yy6ukfVH1Lqu1Zq1Sv8njKMIJnMI5eHAFdbiDBrSAAcIzvMKb8+i8OO/Ox6K14OQzx/AHzucP5JuNAg==</latexit>u

<latexit sha1_base64="gF9Knm+yq2kj78BOxvU0+6Wq9eQ=">AAAB9HicbVDLSsNAFL2pr1pfVZduBotQNyWRoi6LblxJBfuANpTJdNIOnUzizKRQQr/DjQtF3Pox7vwbJ2kW2npg4HDOvdwzx4s4U9q2v63C2vrG5lZxu7Szu7d/UD48aqswloS2SMhD2fWwopwJ2tJMc9qNJMWBx2nHm9ymfmdKpWKheNSziLoBHgnmM4K1kdx+gPVY+cn9vBqfD8oVu2ZnQKvEyUkFcjQH5a/+MCRxQIUmHCvVc+xIuwmWmhFO56V+rGiEyQSPaM9QgQOq3CQLPUdnRhkiP5TmCY0y9fdGggOlZoFnJrOQy14q/uf1Yu1fuwkTUaypIItDfsyRDlHaABoySYnmM0MwkcxkRWSMJSba9FQyJTjLX14l7Yuac1mrP9QrjZu8jiKcwClUwYEraMAdNKEFBJ7gGV7hzZpaL9a79bEYLVj5zjH8gfX5A4KvkfA=</latexit>

N(u)

Robustness via Lipschitz bounds

N(B(u, r)) ⊆ B(N(u), rLipN) := N(U)

<latexit sha1_base64="Dj96JhijXyqQ1LF4s6VoJbVKYLw=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOlZtovV9yqOwdZJV5OKpCj0S9/9QYxSyOUhgmqdddzE+NnVBnOBE5LvVRjQtmYDrFrqaQRaj+bHzolZ1YZkDBWtqQhc/X3REYjrSdRYDsjakZ62ZuJ/3nd1ITXfsZlkhqUbLEoTAUxMZl9TQZcITNiYgllittbCRtRRZmx2ZRsCN7yy6ukfVH1Lqu1Zq1Sv8njKMIJnMI5eHAFdbiDBrSAAcIzvMKb8+i8OO/Ox6K14OQzx/AHzucP5JuNAg==</latexit>u
<latexit sha1_base64="gF9Knm+yq2kj78BOxvU0+6Wq9eQ=">AAAB9HicbVDLSsNAFL2pr1pfVZduBotQNyWRoi6LblxJBfuANpTJdNIOnUzizKRQQr/DjQtF3Pox7vwbJ2kW2npg4HDOvdwzx4s4U9q2v63C2vrG5lZxu7Szu7d/UD48aqswloS2SMhD2fWwopwJ2tJMc9qNJMWBx2nHm9ymfmdKpWKheNSziLoBHgnmM4K1kdx+gPVY+cn9vBqfD8oVu2ZnQKvEyUkFcjQH5a/+MCRxQIUmHCvVc+xIuwmWmhFO56V+rGiEyQSPaM9QgQOq3CQLPUdnRhkiP5TmCY0y9fdGggOlZoFnJrOQy14q/uf1Yu1fuwkTUaypIItDfsyRDlHaABoySYnmM0MwkcxkRWSMJSba9FQyJTjLX14l7Yuac1mrP9QrjZu8jiKcwClUwYEraMAdNKEFBJ7gGV7hzZpaL9a79bEYLVj5zjH8gfX5A4KvkfA=</latexit>

N(u)

<latexit sha1_base64="5NfznAGEKZQvRGeRjRJkN/4tMZA=">AAAB53icbZDLTsJQEIaneEO8VV26aSQmmBjSGoMuCW5cYiKXBBoyPQxwwukl55wSScMzuDMu3LjQ5/A1fBsLdgP4r/7MN5P8/3iR4Erb9o+R29jc2t7J7xb29g8Oj8zjk6YKY8mowUIRyraHigQPqKG5FtSOJKHvCWp54/s5b01IKh4GT3oakevjMOADzlCno55pdn3UI4Yiqc1K8ZW87JlFu2wvZK0bJzNFyFTvmd/dfshinwLNBCrVcexIuwlKzZmgWaEbK4qQjXFInf6ERypAn5SbPC/CL/EEfaWmvjezLuap1CqbD/9jnVgP7tyEB1GsKWDpSsoGsbB0aM1LW30uiWkxTQ0yydNkFhuhRKbT1xTSys5qwXXTvC47lXLl8aZYrWXl83AG51ACB26hCg9QhwYwmMA7fMKXwY0X49V4+1vNGdnNKSzJ+PgFNduMnA==</latexit>B(u, r)
<latexit sha1_base64="ZO6TjrsC3PrAvse/bBgFs5Z6shg=">AAACDHicbZDPSsNAEMYn9V+t/6IevQSL0IKURLR6LPXiQaSCtYU2lM120y7dJMvuplhCXsEX8DW8iaAXD/oEvo1pzMG2fqdv5jcD843DGZXKNL+13NLyyupafr2wsbm1vaPv7t3LIBSYNHHAAtF2kCSM+qSpqGKkzQVBnsNIyxldTnlrTISkgX+nJpzYHhr41KUYqaTV08+6HlJDjFhUj0upl250E5fC8rEw0lp40TXlf2G53NOLZsVMZSwaKzNFyNTo6W/dfoBDj/gKMyRlxzK5siMkFMWMxIVuKAlHeIQGpNMfUy595BFpRw9pwhkeIU/KiefExlF60TybNv9jnVC5F3ZEfR4q4uNkJGFuyAwVGNPPGH0qCFZskhiEBU0uM/AQCYRV8r9CEtmaD7ho7k8qVrVSvT0t1upZ+DwcwCGUwIJzqMEVNKAJGJ7gHT7hS3vUnrUX7fV3NKdlO/swI+3jB8UXnBw=</latexit>B(N(u), rLip(N))
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In this talk: use Monotone Operator Theory to estimate Lipschitz bound
of learning algorithms
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Monotone Operator Theory
A classical framework in functional analysis

Let H be a Hilbert space with inner product 〈·, ·〉H. Then F : H → H is a
monotone operator if

〈F(x)− F(y), x− y〉H ≥ 0, for all x, y

and is strongly monotone with parameter m ≥ 0 if

〈F(x)− F(y), x− y〉H ≥ m‖x− y‖2H, for all x, y

Minty (1962), Browder (1967), Rockafellar (1966)

Bauschke and Combettes (2017), Ryu and and Boyd (2016)
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Optimization

minx∈Rn f(x)

f is convex iff ∇f is monotone

Dynamical systems

ẋ = f(x)

f is contracting wrt `2-norm iff −f is
strongly monotone
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Theorem (classical)

Let F : Rn → Rn be a strongly monotone operator wrt to 〈·, ·〉Rn , then

1 F(x) = 0 has a unique solution x∗, and

2 x∗ can be computed using the average iteration xk+1 = (1− θ)xk + θF(xk).
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Monotone Operator Theory
Logarithmic norm

Definition: Logarithmic norm

Given a matrix A ∈ Rn×n and a norm ‖ · ‖:

µ‖·‖(A) := lim
h→0+

‖In + hA‖ − 1

h

µ2(A) = 1
2λmax(A+A>)

µ1(A) = max
j

(
ajj +

∑
i 6=j
|aij |

)

µ∞(A) = max
i

(
aii +

∑
j 6=i
|aij |

)

directional derivative of matrix norm ‖ · ‖ in direction of A at point In.

In the literature: one-sided Lipschitz constant, matrix measure

Theorem2(Logarithmic norms and monotone operators)

F : Rn → Rn is a monotone operator if and only if µ2(−DxF(x)) ≤ 0, for every x ∈ Rn

Extend monotone operator theory to non-Euclidean norm spaces

3
A. Davydov, SJ, A. V. Proskurnikov, and F. Bullo. Non-Euclidean monotone operator theory and applications. JMLR, 2024
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Non-Euclidean Monotone Operator Theory
Definition and characterizations

Let ‖ · ‖ be a norm on Rn. Then F : Rn → Rn is a monotone wrt to ‖ · ‖ if

µ‖·‖(−DF(x)) ≤ 0, for all x

and is strongly monotone with parameter m ≥ 0 if

µ‖·‖(−DF(x)) ≤ −m, for all x

Theorem (Non-Euclidean version)3

Let F : Rn → Rn be a strongly monotone operator wrt to a norm ‖ · ‖, then

1 F(x) = 0 has a unique solution x∗, and

2 x∗ can be computed using the average iteration xk+1 = (1− θ)xk + θF(xk).

3
A. Davydov, SJ, A. V. Proskurnikov, and F. Bullo. Non-Euclidean monotone operator theory and applications. JMLR, 2024
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Implicit Neural Networks
Definition via fixed-point equations

x1 x2 x3 xk

u y

x
u y

Feedforward neural network Implicit neural network

x1 x2 x3 xk

u y

x
u y

Feedforward neural network Implicit neural network

Feedforward neural networks:

xi+1 = Φ(Aix
i + bi), x0 = u

y = Akx
k + bk

Implicit neural networks:

x = Φ(Ax+Bu+ b)

y = Cx+ c

Φ(y1, . . . , yn) = (φ1(y1), . . . , φn(yn))> is a diagonal activation function

activation functions are slope-restricted in [0, 1], i.e., 0 ≤ φi(x)−φi(y)
x−y ≤ 1 for all x, y ∈ R

Notion of Layer: output is defined implicitly as a function of input

e.g., fixed-point equation, differential equations, optimization problem

1 S. Bai, J. Z. Kolter, and V. Koltun. Deep equilibrium models, NeurIPS, 2019

2 L. El Ghaoui, F. Gu, B. Travacca, A. Askari, and A. Y. Tsai. Implicit deep learning. SIMODS, 2019
Advantages: Representation, Performance, Memory
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Implicit Neural Networks
An operator theoretic perspective

Main Questions

x = Φ(Ax+Bu+ b)

y = Cx+ c

1 Existence and computation of solutions?

2 How to estimate the input-output x 7→ u robustness?

Key insight

Fixed-point equation ⇐⇒ Operator theory

x = Φ(Ax+Bu+ b) Nu(x) = x− Φ(Ax+Bu+ b)

fixed-points ⇐⇒ zeros of Nu(x)

robustness ⇐⇒ sensitivity wrt u

We can use tools from monotone operator theory to study implicit neural networks
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Implicit Neural Networks
Well-posedness and robustness

Main observation

If µ∞(A) < 1 then Nu is a monotone operator wrt ‖ · ‖∞.

Theorem4

If µ∞(A) < 1 then

1 x = Φ(Ax+Bu+ b) has a unique solution x∗u

2 x∗u can be computed using average iterations for x = Φ(Ax+Bu+ b)

3 ‖x∗u − x∗v‖∞ ≤ ‖B‖∞
1−[µ∞(A)]+

‖u− v‖∞

u 7→︸︷︷︸
Lipu→x∗u

x∗ 7→︸︷︷︸
Lipx∗u→y

y =⇒ Lipu→y = Lipu→x∗uLipx∗u→y

=⇒ Lipu→y =
‖C‖∞‖B‖∞

1− [µ∞(A)]+

4
SJ, A. Davydov, A. V. Proskurnikov, and F. Bullo. Robust implicit networks via non-Euclidean contractions. In NeurIPs 2021

S. Jafarpour (CU Boulder) Non-Euclidean Monotone Operator Theory February 14, 2025 9 / 22



Implicit Neural Networks
Well-posedness and robustness

Main observation

If µ∞(A) < 1 then Nu is a monotone operator wrt ‖ · ‖∞.

Theorem4

If µ∞(A) < 1 then

1 x = Φ(Ax+Bu+ b) has a unique solution x∗u

2 x∗u can be computed using average iterations for x = Φ(Ax+Bu+ b)

3 ‖x∗u − x∗v‖∞ ≤ ‖B‖∞
1−[µ∞(A)]+

‖u− v‖∞

u 7→︸︷︷︸
Lipu→x∗u

x∗ 7→︸︷︷︸
Lipx∗u→y

y =⇒ Lipu→y = Lipu→x∗uLipx∗u→y

=⇒ Lipu→y =
‖C‖∞‖B‖∞

1− [µ∞(A)]+

4
SJ, A. Davydov, A. V. Proskurnikov, and F. Bullo. Robust implicit networks via non-Euclidean contractions. In NeurIPs 2021

S. Jafarpour (CU Boulder) Non-Euclidean Monotone Operator Theory February 14, 2025 9 / 22



Implicit Neural Networks
Well-posedness and robustness

Main observation

If µ∞(A) < 1 then Nu is a monotone operator wrt ‖ · ‖∞.

Theorem4

If µ∞(A) < 1 then

1 x = Φ(Ax+Bu+ b) has a unique solution x∗u

2 x∗u can be computed using average iterations for x = Φ(Ax+Bu+ b)

3 ‖x∗u − x∗v‖∞ ≤ ‖B‖∞
1−[µ∞(A)]+

‖u− v‖∞

u 7→︸︷︷︸
Lipu→x∗u

x∗ 7→︸︷︷︸
Lipx∗u→y

y =⇒ Lipu→y = Lipu→x∗uLipx∗u→y

=⇒ Lipu→y =
‖C‖∞‖B‖∞

1− [µ∞(A)]+

4
SJ, A. Davydov, A. V. Proskurnikov, and F. Bullo. Robust implicit networks via non-Euclidean contractions. In NeurIPs 2021

S. Jafarpour (CU Boulder) Non-Euclidean Monotone Operator Theory February 14, 2025 9 / 22



Training Implicit Neural Networks
Promoting robustness

1 loss function L
2 training data (ûi, ŷi)

N
i=1

min
A,B,C,b,c

N∑

i=1

L(ŷi, Cxi + c) +λ Lipu→y

xi = Φ(Axi +Bûi + b)

µ∞(A) ≤ γ,

γ < 1 is a hyperparameter and λ ≥ 0 is a regularization parameter

training optimization problem is solved via SGD

at each step of SGD, xi = Φ(Axi +Bûi + b) is solved using the average-iterations
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Numerical Experiments
Lipschitz bound for Implicit Neural Networks

MNIST dataset: 28× 28 pixel handwritten digits between 0− 9, 60, 000 training images
and 10, 000 test images.

implicit neural network order: n = 100 and γ = 0.95

loss function: cross entropy
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IDL

Improvements:

(λ = 0): two orders of magnitude
wrt. IDL and wrt. MON

(λ = 10−3): three orders of
magnitude wrt. IDL and one
order of magnitude wrt. MON

(λ = 10−2): four orders of
magnitude wrt. IDL and two
orders of magnitude wrt. MON
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Numerical Experiments
Empirical robustness of INNs

perturbation: inversion attack uadv = u+ ε sign(121784 − u)

Label: 6 Label: 0 Label: 5 Label: 4 Label: 9 Label: 9 Label: 2 Label: 1
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IDL

(λ = 0): improved robustness
than IDL and MON

(λ > 0): improved robustness at
sizable perturbations but losing
some percentage accuracy in
clean performance

Tradeoff between clean performance and robustness
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Conclusions

Extension of monotone operator theory to normed-spaces using Logarithmic norm

Non-Euclidean contraction theory for well-posedness of INNs

Lipschitz bounds of INNs using non-Euclidean monotone operator theory
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Contraction Theory
Logarithmic norm and weak pairings

Differential condition

Logarithmic norm

Given a matrix A ∈ Rn×n and a norm ‖ · ‖:

µ‖·‖(A) := lim
h→0+

‖In + hA‖ − 1

h

Directional derivative of norm ‖ · ‖ in
direction of A,

µ2(A) = 1
2λmax(A+A>)

µ1(A) = max
j

(
ajj +

∑
i 6=j
|aij |

)

µ∞(A) = max
i

(
aii +

∑
j 6=i
|aij |

)

Integral condition

Weak pairing5

Given a norm ‖ · ‖, the associated weak
pairing is J·, ·K : Rn × Rn → R:

Subadditive and weakly homogeneity

Positive definite

Cauchy-Schwarz inequality

Jx, xK = ‖x‖2

Jx, yK2 = y>x

Jx, yK1 = sign(y)>x

Jx, yK∞ = maxi∈I∞(x) xiyi

I∞(x) = {i | |xi| = ‖x‖∞}

1A. Davydov, SJ, F. Bullo, Non-Euclidean contraction theory for robust nonlinear stability, 2022
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Contraction theory
Characterization for non-Euclidean norms

Theorem6

ẋ = f(x, u) is contracting wrt ‖ · ‖ with rate c iff

Differential: µ‖·‖(Dxf(x, u)) ≤ −c, for all x, u

Integral: Jf(x, u)− f(y, u), x− yK ≤ −c‖x− y‖2, for all x, y, u

2 A. Davydov, S. Jafarpour, F. Bullo, TAC 2022
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Contraction theory
Characterization for non-Euclidean norms

Theorem

ẋ = f(x, u) is contracting wrt ‖ · ‖ with rate c iff

Differential: µ‖·‖(Dxf(x, u)) ≤ −c, for all x, u

Integral: Jf(x, u)− f(y, u), x− yK ≤ −c‖x− y‖2, for all x, y, u

Connection between contraction theory and monotone operator theory

f is a contracting vector field wrt to ‖ · ‖2
iff

−f is a strongly monotone operator wrt to the inner product 〈·, ·〉.
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Implicit neural networks
Origin and motivations

Origins:

Generalizing feedforward neural networks to fully-connected synaptic matrices

Intuition: zi+1 = φi(Aiz
i + bi) ⇐⇒ z = Φ(Ax+Bu+b), where A has

upper diagonal structure.

Aupper-diagonal = Acomplete =

S. Jafarpour (CU Boulder) Non-Euclidean Monotone Operator Theory February 14, 2025 19 / 22



Implicit neural networks
Origin and motivations

comparable accuracy to traditional neural networks with significant memory reduction

Intuition: implicit neural network = weight-tied infinite-layer network

x1 x2 x3 xku y
A A A

zi+1 = φi(Az
i +Bix+ bi) =⇒ limi→∞ z

i = x∗ solution to the implicit
neural network

suitable for learning constrained optimization problems

Intuition: casting KKT condition as an implicit layer
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Implicit neural networks
Origin and Motivations

vanishing and exploding gradient

Intuition: the notion of “autapse” (time-delayed self-feedback) from neuroscience

Aupper-diagonal = AAutapse =

suitable for learning stiff problems or problems with discontinuity

S. Jafarpour (CU Boulder) Non-Euclidean Monotone Operator Theory February 14, 2025 21 / 22



Generalized Structure
Comparison with feedforward neural networks

Feedforward neural networks:

z(`+1) = Φ(A`z
(`) + b`), z(0) = x

u = Akz
(k) + bk

Implicit neural networks:

z = Φ(Az +Bx+ b)

u = Cz + c
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Implicit Neural Networks
Feedforward neural networks as an INN

A large and flexible class of neural networks:
includes feedforward neural networks

xi+1 = �(Aix
i + bi), for all i 2 {0, . . . , k � 1}

y = Akxk + bk, u = x0

The equivalent INN is given by:
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Implicit Neural Networks
Feedforward neural networks as an INN

A large and flexible class of neural networks:
includes feedforward neural networks

xi+1 = �(Aix
i + bi), for all i 2 {0, . . . , k � 1}

y = Akxk + bk, u = x0

The equivalent INN is given by:
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